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Important information

Limitation of liability

To the maximum extent permitted by applicable law, in no event will Walter Kidde Portable Equipment, LLC be
liable for any lost profits or business opportunities, loss of use, business interruption, loss of data, or any other
indirect, special, incidental, or consequential damages under any theory of liability, whether based in contract,
tort, negligence, product liability, or otherwise. Because some jurisdictions do not allow the exclusion or limitation
of liability for consequential or incidental damages the preceding limitation may not apply to you. In any event the
total liability of Walter Kidde Portable Equipment, LLC shall not exceed the purchase price of the product. The
foregoing limitation will apply to the maximum extent permitted by applicable law, regardless of whether Walter
Kidde Portable Equipment, LLC has been advised of the possibility of such damages and regardless of whether
any remedy fails of its essential purpose.

Installation in accordance with this manual, applicable codes, and the instructions of the authority having
jurisdiction is mandatory.

While every precaution has been taken during the preparation of this manual to ensure the accuracy of its
contents, Walter Kidde Portable Equipment, LLC assumes no responsibility for errors or omissions.

Advisory messages

Advisory messages alert you to conditions or practices that can cause unwanted results. The advisory messages
used in this document are shown and described below.

WARNING: Warning messages advise you of hazards that could result in injury or loss of life. They tell you which
actions to take or to avoid in order to prevent the injury or loss of life.

Caution: Caution messages advise you of possible equipment damage. They tell you which actions to take or to
avoid in order to prevent the damage.

Note: Note messages advise you of the possible loss of time or effort. They describe how to avoid the loss. Notes
are also used to point out important information that you should read.
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Introduction

FireWorks 9.31 is display and control software that can be used with one or more remote display computers to
provide monitor and control functions for multiple life safety networks.

FireWorks unites building systems technology with an easy-to-use graphical interface. By combining product
innovation with application flexibility, FireWorks simplifies the configuration and management of your building

systems.

Software license options

You can install FireWorks 9.31 with or without common controls, and with several other software options. See
Table 1 below for a list of available options.

Access to the software is controlled by a USB software key that has been activated with your personal
initialization numbers (PINs). The software PINs are issued to you by way of a Software Key Certificate and are
matched to your specific USB software key.

Table 1: FireWorks software license options

Product SKU

Description

FW-CGSUL [1]

FW-CGS [1]

FW-CGSVM [1]

FW-DARCOM

FW-IPMON1000

FW-1S [2]

FW-4S [2]

FW-10S [2]

FW-HSSD5
FW-HSSD20
FW-FAST
FW-NSZZFP

FW-RSZZFP [3]
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FireWorks stand-alone system software with command-and-control features (includes
FIREKEYUSB and Software Key Certificate)

FireWorks stand-alone system software without command-and-control features (includes
FIREKEYUSB and Software Key Certificate)

FireWorks stand-alone system software without command-and-control features (includes
FIREKEYUSB and Software Key Certificate)

Digital alarm receiver software for displaying Contact ID or SIA 4/2 formatted events from any
fire alarm or security control panel. Requires a compatible digital alarm communicator
receiver (DACR).

Digital alarm receiver software for displaying Contact ID formatted events from up to 1,000
i064/i01000, VS1/VS4, FX-64/FX-1000 fire alarm control units.

Remote client software. License supports one remote client computer for displaying system
events. Text only, no command and control.

Remote client software. License supports four additional seats for displaying system events
on up to five remote client computers. Text only, no command and control. You must activate
FW-1S before you can activate FW-4S.

Remote client software. License supports 10 additional seats for displaying system events on
up to 15 remote client computers. Text only, no command and control. You must activate FW-
1S and FW-4S before you can activate FW-10S.

Allows up to five FW-HSSX1 (VESDA) node connections
Allows up to 20 FW-HSSX1 (VESDA) node connections
Automatically populate device maps with device information from AutoCAD files

New nonredundant network server. License supports up to 15 nonredundant client
workstations, where ZZ determines the number of workstations (5 or 15). Maximum possible
manned operator stations: 16.

New redundant network server. Supports one SQL cluster consisting of a primary server, a
backup server, and a witness, and up to 50 redundant client workstations, where ZZ
determines the number of network clients (5, 15, 25, or 50). Maximum possible manned
operator stations: 31.



Product SKU Description

FW-NCZZFP New nonredundant network client workstation. License supports one nonredundant client
workstation.
FW-RCZZFP New redundant network client workstation. License supports up one redundant client

workstation.

[1] UL Listed when installed on UL 864 Listed FireWorks server and workstation computers.

[2] The FireWorks software installed on the workstation and the Remote Client software installed on the remote computer must
be the same version number.

[3] The primary server and the backup server in the SQL cluster may be used as a manned operator station; the witness
computer cannot. However, using the primary and backup servers as manned operator stations is not recommended as
Microsoft SQL does not prioritize updating the operator display on the servers even though the information has been passed to
the remote workstations.
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Installing FireWorks 9.31

These instructions are for installing the FireWorks 9.31 software. For additional nonredundant and redundant
network application installation instructions, see FireWorks Mirrored Network Application Guide (P/N 3102789) or
FireWorks High Availability Network Application Guide (P/N 3103047). For additional support information, see
FireWorks Post Release Support Guide (P/N 3102819).

Installing FireWorks 9.31 software is a two-step process that requires you to reboot the computer between steps.
If you are installing the FireWorks 9.31 software from a USB flash drive, leave the USB flash drive in the computer
when you reboot. The installation can take up to 45 minutes or more, depending on the speed of your computer.
While installing the FireWorks 9.31 software, do not attempt to run any other programs, or perform any other
operations on the computer.

Do not install FireWorks 9.31 software on computers that are used for other purposes, such as word processing,
accounting, etc. You can, however, install FireWorks Remote Client on computers used for other purposes.

Before you begin

* Download the FireWorks 9.31 software, the release notes, and the appropriate migration kit or update kits
from the MyEddie website, and then copy them to one or more USB flash drives (8 GB or bigger) as needed.
See Table 2 below for the required migration/update kits.

* Read the FireWorks 9.31 release notes (P/N 3100569) in their entirety.

* To speed up the installation, disconnect the computer from the network by unplugging the Ethernet cable or
by disabling the network adaptor. The FireWorks 9.31 installation offers to disable the network adaptor for
you, but we recommend that you do this manually.

Table 2 below lists the update kits and migration kits required to maintain cyber security and software
compatibility on UL Listed FireWorks computers. Do not install these kits on third-party computers.

Note: The update/migration kits listed below are also supported for FireWorks 9.31, as they are compatible and
remain the same for both FireWorks 9.3 and FireWorks 9.31.

Table 2: Update/migration kits

Computer FireWorks version Update/migration kits needed Applications
FW-UL6WW10 FireWorks 9.2 FW-UL6WW10UD-9.3 [1112][3] [5]
FireWorks 9.12/9.10 FW-UL6WW10UD-9.2 and FW-UL6WW10UD-9.3 [1112][3] [5]
FW-UL6SW10 FireWorks 9.2 FW-UL6SW10UD-9.3 [11[4]
FireWorks 9.12/9.10 FW-UL6SW10UD-9.2 and FW-UL6SW10UD-9.3 [1][4]
FW-UL7W FireWorks 9.2 FW-UL7WUD-9.3 [1112] [3] [5]
FW-UL7S FireWorks 9.2 FW-UL7WUD-9.3 [11[4]
FireWorks 9.2 FW-UL7S22MK-9.3 [6]
FW-UL7S-S22 FireWorks 9.3/9.31 N/A [6]
FW-UL7MC FireWorks 9.3/9.31 N/A [1
FW-GA-PC FireWorks 9.3/9.31 N/A (1]

[1] Stand-alone workstation computer

[2] Nonredundant network server computer

[3] Nonredundant or redundant network client workstation computer

[4] Mirrored redundant network primary or backup server computer

[5] Mirrored redundant network witness computer

[6] HA redundant network primary or backup server computer, and domain controller computer
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Installing FireWorks 9.31 on new computers

1

2
3.
4

Plug the USB software key shipped with your Software Key Certificate into the computer.

Copy the FireWorks software installation folder to the computer’s desktop.

Open the FireWorks 9.31 installation folder, right-click setup.exe, and then click Run as administrator.
Follow the on-screen instructions.

When you are prompted to enter a PIN:

If you are using a used USB software key that already has PINs added to it, type: fireworks.

If you are using a new blank USB software key, enter the FW-CGSUL, FW-CGS, or FW-CGSVM PIN from
your Software Key Certificate first, and then enter the remaining PINs.

When you are prompted to load the SQL Server Standard Database:

+ If you are installing FireWorks 9.31 on workstation computers, on nonredundant network server
computers, or on redundant network witness or domain controller computers, click No.

* If you are installing FireWorks 9.31 on redundant network server computers, click Yes.
When you are asked whether to install OH Network Receiver, click Yes.

Note: You should always install OH Network Receiver when installing FireWorks even if you are not going to
use it now. You may want to use it in the future.

Installing FireWorks 9.31 on computers running FireWorks 9.12, 9.2, or 9.3

Note: Although the system allows upgrading from the current version of FireWorks to 9.31 without displaying any
error messages, you must still ensure that the existing version of FireWorks is uninstalled before installing
FireWorks 9.31.

1.
2.

Back up your project files. See “Backing up your project files” on page 5.

To do a clean install, uninstall the previous version of FireWorks software. See “Uninstalling the previous
version of FireWorks” on page 6. Otherwise, skip this step.

On UL Listed FireWorks workstation/server computers. install the required update/migration kits. See Table 2
on page 3. Follow the instructions in the update/migration kit’s installation sheet.

Copy the FireWorks software installation folder to the computer’s desktop.

Open the FireWorks 9.31 installation folder, right-click setup.exe, and then click Run as administrator.
Follow the on-screen instructions.

When you are prompted to enter a PIN, type: fireworks

When you are prompted to load the SQL Server Standard Database:

+ If you are installing FireWorks 9.31 on workstation computers, on nonredundant network server
computers, or on redundant network witness or domain controller computers, click No.

* If you are installing FireWorks 9.31 on redundant network server computers, click Yes.

When you are asked whether to install OH Network Receiver, click Yes. You should always install OH
Network Receiver when installing FireWorks even if you are not going to use it now. You may want to use it in
the future.

Restore your project files. See “Restoring your project files” on page 7.
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Backing up your project files

1.

Copy the following history and diagnostic archive files to a remote storage device (e.g., a network drive, an
external hard drive, or a USB flash drive):

C:\Fireworks\Archives\History\History-YYYYMMDD.mdb
C:\Fireworks\Archives\Diagnostics\Diags-YYYYMMDD.mdb
C:\Fireworks\System\FwksDiagnostics.mdb

Create a backup folder in a location other than on the computer’s hard drive (e.g., on a network drive, an
external hard drive, or a USB flash drive).

Name the folder FWBACKUP followed by the backup date (e.g., FWBACKUP_31JAN25).
Start System Builder.
On the File menu, click Backup.

On the Backup Project dialog box, click the Browse button, select the backup folder you created previously,
and then click Save.

Select the Full Backup check box, and then click OK.

In the Enter description for saved project dialog box, type a description or use the default description, and
then click OK.

Verify your backup. On the File menu, click Verify Backup
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Uninstalling the previous version of FireWorks

Ensure that you follow the sequence below to uninstall FireWorks and its related applications.

1.

o o bk w

In the Search box on the Windows taskbar, type: control panel, and then open the Control Panel app by
clicking Open.

In Control Panel, click Programs and Features.

Search for FireWorks, right-click on it, and then select uninstall. Click Yes to confirm that you want to uninstall
FireWorks.

Search for Adobe Acrobat, right-click on it, and then select uninstall. Click Yes to confirm that you want to
uninstall Adobe Acrobat.

Search for the following Microsoft SQL Server related applications, right-click on them, and then select
uninstall in the order specified below:

*  Microsoft SQL Server 2019 (64-bit)
* Inthe SQL Server 2019 dialog box, click Remove.
* Inthe Remove SQL Server 2019 dialog box, do the following:

On the Select Features dialog box, select FireWorks in the “Instance to remove features from” list,
click Next, click Select All, and then click Next.

On the Ready to Remove page, click Remove.
On the Removal Progress page, wait for the uninstall to finish.
On the Complete page, click Close.

Note: Uninstalling Microsoft SQL Server 2019 (64-bit) will automatically remove the Microsoft SQL Server
2019 (English), Microsoft VSS Writer for SQL Server 2019, Browser for SQL Server 2019 applications. To
verify the change, click the Refresh button located next to the address bar in the Programs and Features
window.

*  Microsoft ODBC Driver 17 for SQL Server

*  Microsoft OLE DB Driver for SQL Server

* Microsoft SQL Server 2012 Native Client

*  Microsoft SQL Server 2019 T-SQL Language Service

*  Microsoft SQL Server Management Studio - 18.11

Acknowledge any residual status or error messages resulting from the uninstalls.

Search for OH Network Receiver, right-click on it, and then select uninstall to confirm.

Delete the ‘FireWorks’ folder on the desktop.

Navigate to C:\ drive, search for ‘FireWorks’ folder, and then delete it including its subfolders.

Navigate to C:\ drive, search for ‘OH-NetworkReceiver’ folder, and then delete it including its subfolders.

Navigate to C:\Program Files, search for ‘Microsoft SQL Server’ folder, and then delete it including its
subfolders.

Restart the computer after uninstalling all the tasks listed above, and before proceeding with the fresh
installation of the FireWorks.
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Restoring your project files

1.
2.

1.
12.

Copy the project backup files from the remote storage device to the C:\Fireworks\System\Backup folder.
Copy the history and diagnostic archive files from the remote storage device as follows:

Copy History-YYYYMMDD.mdb to the C:\Fireworks\Archives\History folder.

Copy Diags-YYYYMMDD.mdb to the C:\Fireworks\Archives\Diagnostics folder.

Copy FwksDiagnostics.mdb to the C:\Fireworks\System folder.

Start System Builder.

On the File menu, click Restore.

In the Confirm Restore Project dialog box, click Yes.

P WARNING: Restoring a project will cause immediate
R ! shutdown of System Builder and other Fireworks applications
- [System Control, Reporting App, User Manager).

Are you sure you want to restore from a backup which will
overwrite your existing data?

In the Restore Project dialog box, go to the folder you created previously, select the project's FWKPRJ file,
and then click Open.

In the Confirm Restore History Database dialog box, select whether you want to restore the project’s history
database.

Confirm Restore History Database

@W5 This full backup contains a History Database. Would you like
\ | to restore this History Database? The recommended answer is
MO,

Yes | No |

In the System Builder message box, click OK.

System Builder X

;6‘ Now cloging System Builder and other Fireworks applications

Start System Builder.

. If you are restoring a FireWorks V8.1x or FireWorks V9.xx project:

In the Storage Conversion dialog box, click Convert.
When the conversion is done, click Close.
Start System Builder.

Perform all required system tests in accordance with NFPA 72, or applicable local legislation and practice.
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Installing FireWorks 9.31 on third-party Windows 11 computers

FireWorks 9.31 was not tested on third-party computers running Windows 10 Professional for Stand-alone,
Nonredundant network, or Mirroring Redundant network, nor on computers running Windows Server 2022
operating system for HA (High Availability) Redundant network.

All installations require full Windows Administrator Rights as well as full administrative rights to any antivirus or
firewall programs (such as McAfee, Norton, etc.).

If computers are subject to administrative/group policies or other types of controls, these policies/controls must be
evaluated/modified to ensure that all USB ports are enabled.

Third-party computers must meet the minimum system requirements listed in Table 3 below.

Table 3: Recommended system requirements

Stand-alone/Client computers Nonredundant and mirroring redundant
server computers

Operating system Windows 11 Pro, Version 24H2, OS build Windows 11 Pro, Version 24H2, OS build
26100.4946 26100.4946

Processor Intel Core i9-10900E Intel Core i9-10900E

Memory 32GB 64 GB

Hard drive 1TB 1TB

Optical drives [1] 0 0

USB ports 4 USB 3.0/2.0/1.1 4 USB 3.0/2.0/1.1

Ethernet ports 2 10/100/1000 Mbps, RJ-45 2 10/100/1000 Mbps, RJ-45

Monitor 1280 x 1024 16-bit color display 1280 x 1024 16-bit color display

[1] Required for installing software from a disc.

To install FireWorks 9.31 on third-party Windows 11 computers:
1. Set up the Windows operating system. See “Setting up the Windows operating system” on page 9.
2. On new computers, see “Installing FireWorks 9.31 on new computers” on page 4.

On computers running previous versions of FireWorks, see “Installing FireWorks 9.31 on computers running
FireWorks 9.12, 9.2, or 9.3” on page 4.
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Setting up the Windows operating system

Setting up the Windows operating system consists of:

« Creating a local group policy snap-in that turns Windows Defender Firewall off.

* Installing Microsoft .NET Framework 3.5, which is included as part of the FireWorks installation process, is
required to run OH Lite.

To create a local group policy snap-in that turns Windows Defender Firewall off:

1. In the Search box on the Windows task bar, type: mmc, and then click Run as administrator to open a
management console window (see below).

Click Yes to allow Microsoft Management Console to make changes to your computer.

olel - [Console Root]
File Action View Favorites Window Help
= | E =]

| Console Root Mame Actions

There are no items te show in this view. Console Root a

Meore Actions

2. On the File menu, click Add/Remove Snap-In.

3. Inthe Add or Remove Snap-ins dialog box, in the Available Snap-ins list, select Group Policy Object, and
then click Add.

Add or Rerr
You can select snap-ins for this consale from those available on your computer and configure the selected set of snap-ins. For
extensible enap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
SnapHn Vendor ~ [l console Root Edit Extensions...
4[ Active Roles 7.0 Co... Del Inc. Remove
= | ActiveX Control Microsoft Cor. ..
Auﬂmrizahnn Manager Microsoft Cor...
(¥ Certificates Microsaft Cor. ., Move Up
cH Component Services Microsoft Cor, ..
y " Move Down
é‘ Computer Managem... Microsoft Cor. .. Add >
:.l. Device Manager Microsoft Cor...
& Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
_| Folder Microsaft Cor. ..
g Group Policy Object ... JElafeCviades
@ IP Security Monitor Microsoft Cor...
@ [P Security Policy M...  Mirasoft Cor... Advanced...
Description:
This snap-in allows you to edit the local Group Palicy Objects stored on a computer,
Cance
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4. Inthe Select Group Policy Object dialog box, verify Group Policy Object is set for Local Computer, and then
click Finish.

‘Welcome to the Group Policy Wizard [

Local Group Policy Objects are stored on the local
computer.

Use the Browse button to select one of the Group Policy
Objects.

Group Policy Object:

Browse. ..

[] Mllow the focus of the Group Policy Snap-in to be
changed when launching from the command line. This
only applies if you save the console.

< Back Cancel

5. In the Add or Remove Snap-ins dialog box, click OK.

6. In the console tree, under Local Computer Policy\Computer Configuration\Windows Settings\Security
Settings\Windows Defender Firewall with Advanced Security, select Windows Defender Firewall with
Advanced Security — Local Group Policy Object.

cal Computer Policy efender Firewall with Advanced Security

& File Action View Favorites Window Help

| #El B

“| Console Root # | Actions

7.

10

v =] Local Computer Policy
+ {8 Computer Configuration
| Software Settings
~ [] Windows Settings
“| Name Resolution Policy
4 Scripts (Startup/Shutdown)
== Deployed Printers
v [ Security Settings
5 Account Policies
& Local Policies

_| Public Key Policies
| Software Restriction Policies
7| Application Control Policies
8, IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
aliy Policy-based QoS
| Administrative Templates
i, User Configuration

ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows comp

Overview
Domain Profile
@ Windows Defender Firewallis on

':i) Defautt behavior for inbound connections is not configured.

Private Profile

(i) Default behavior for outbound connections is not corfigured

Public Profile

@ Windows Defender Firewallis on
"i) Defautt behavior for inbound connections is not configured.

E] Windows Defender Firewall Properties

':D Default behavior for outbound connections is not corfigured.

i) Default behavior for outbound connections is not corfigured.

Getting Started
Authenti lications bet

computers

Windows Defender Firewall with Ad... «
& Import Policy...
45| Export Policy...

Clear Policy

Diagnose / Repair

View 4

MNew Window from Here

~ [ ] Windows Defender Firewall with Advanced Se( N |G| Refresh
(]
@ Windows Defender Firewall with Advanced | | & Windows Defender Firewal is on & Properties
~| Network List Manager Policies ':i) Default behavior for inbound connections is not corfigured ﬁ
Help

In the middle pane, in the Overview group, click Windows Defender Firewall Properties.
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8. Inthe Windows Defender Firewall with Advanced Security — Local Group Policy Object dialog box, on the
Domain Profile tab, set Firewall state for Off, and then click Apply.

dows Defender Firewall with Advanced Security - Local Group .

Domain Profile | Private Profile  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State
i‘ P Firewall state: Off ~
Inbound connections: Mot configured -
Outbound connections: Mot configured ~

Specify settings that control Windows

Defender Firewall behavior. Ll
Logging
Specify logging settings for -
J_J troubleshooting. Customize. .

oo | [ o

9. Repeat the previous step on the Private Profile tab and on the Public Profile tab, and then click OK.

10. Verify Windows Defender Firewall is turned off for all three profiles.

cal Computer Policy puter Configuratiol Settings\Security Setting: Defender Firewall with Advanced Security

& File Action View Favorites Window Help
= x=H

“| Console Root # | Actions
v 5] Local Computer Policy ﬂ Windows Defender Firewall with Advanced Security provides network securty for Windows computers Windows Defender Firewall with Ad... &
~ % Computer Canfiguration
| Software Settings &h] Import Policy...
~ [ Windows Settings Overview - 45 Export Policy...
“1 Name Resolution Policy Domain Profile Clear Policy
) Scripts (Startup/Shutdown) o
= Deployed Printers & Windows Defender Firewall is off. Diagnose / Repair
~ F Security Settings Private Profile View 4
g Account Palicies B Windows Defender Firewallis off New Window from Here
' Local Policies
~ [] Windows Defender Firewa | | Public Profile [G] Refresh
g Windows Defender Fir| | | i Windows Defender Firewallis off. [E] Properties
_| Metwork List Manager Pol
7| Public Key Policies B3 Windows Defender Firewall Properties E Help

~| Software Restriction Polici
“| Application Control Polici
g IP Security Palicies an Loc Authenticate communications between computers

| Advanced Audit Policy Co Create connection security rules to specify how and when connections between computers are authenticated and
ol Policy-based QoS protected by using Intemet Protocol securty (IPsec),

Getting Started -

~| Administrative Templates
%, User Configuration EJ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specfiied programs or ports. You can also allow a connection only if
it is authenticated, or ff it comes from an authorized user, group, or computer. By default, inbound connections are

< > blocked unless they match a rule that allows them, and cutbound connections are sllowed unless they match a rule that ©
Mol thnm

11. On the management console window, click the Close button and then save the snap-in MSC file to the
Windows desktop. Name the snap-in file: firewall local group policy.msc.
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Installing FireWorks 9.31 for demonstration purposes

Before installing FireWorks 9.31 for demonstration purposes, make sure the demonstration computer meets the
recommended system requirements (see Table 3 on page 8) and that all Windows updates have been applied.

Note: To run FireWorks 9.31 for demonstration purposes, the demonstration computer must have a 3-SDU
enabled software key plugged into a USB port on the computer.

To check for updates:

1. Inthe Search box on the Windows task bar, type: update.

2. In the search results, click Check for updates.

To install FireWorks 9.31 for demonstration purposes, see “Installing FireWorks 9.31” on page 3.

When you are ready to begin your demonstration, start System Control, and then to log on use “ADMIN” for the
user name and password. After logging on, use the function keys described in below to simulate events.

Function key Operation

Ctrl+F1 Smoke active event
Ctrl+F2 Pull station active event
Ctrl+F3 Supervisory active event
Ctrl+F5 Trouble event

Ctrl+F6 Monitor active event
CtrlI+F12 Reset life safety events

See Demo menu Digital receiver alarm 4/2 event

See Demo menu Digital receiver alarm CID event

12 P/N 3100034-EN « REV 024 - ISS 29SEP25



Installing FireWorks 9.31 Remote Client

FireWorks 9.31 Remote Client is used to view information present on a FireWorks 9.31 workstation (i.e., server)
from a remote computer (i.e., client) over an Ethernet (TCP/IP) connection. The remote computer must be running
the Windows 10 or Windows 11 as its operating system.

FireWorks 9.31 uses Microsoft Windows Communication Foundation (WCF) to manage communications between
the FireWorks workstation and FireWorks remote clients. To secure the communications, FireWorks 9.31 uses a
self-signed certificate to authenticate the remote client connection.

Before you can use FireWorks 9.31 Remote Client, verify that you have met the following requirements:

+ The FireWorks workstation/server computer has the required number of remote client software licenses
enabled (FW-1S, FW-4S, or FW-108S).

To see whether Remote Client software licenses are enabled, on the computer’s Start menu, in the Edwards
Software folder, click Key and Database Verify to open the FireWorks HASP Key Features & Other
Diagnostics window.

* Your user account access group configuration allows remote client connections (i.e., the Allow Remote Client
Connection check box is selected)

«  The WEB_FUNCTIONALITY_ENABLE property is enabled on the target FireWorks system. For more
information, see “Enabling Remote Client functionality” in System Builder Help.

* FireWorks 9.31 System Control is running on the target FireWorks workstation/server computer

Filling out the FireWorks Remote Client network administration form

Before installing FireWorks 9.31 Remote Client, it is important that your site network administrator and the
FireWorks administrator fill out the “FireWorks Remote Client network administration form” (see Table 4 on page
14).

The network administration form provides a means of communication between the FireWorks administrator and
the site network administrator so FireWorks Remote Client users can access the FireWorks server. Both
administrators should retain the completed form for future reference.

Fill out a network administration form for each installation. For version compatibility, see FireWorks 9.31 Release
Notes (P/N 3100569) and the release notes for all other FireWorks software versions. Release notes are available
on the MyEddie website.
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Notes

* The network address of the FireWorks workstation/server computer must remain constant by either using a
static IP address or a DNS name FireWorks 9.31. Remote Client uses TCP/IP port 8201 for communicating
with the FireWorks workstation.

+ If a static IP address is available, the network administrator must configure the FireWorks workstation with
that IP address.

Table 4: FireWorks Remote Client network administration form

Section 1 (To be filled out by the FireWorks administrator)

The FireWorks Remote Client users will be located on (check all that apply):

O Internet

O Company or building VPN (virtual private network)
O Company or building intranet

O Same LAN that the FireWorks Web Server is on
O Other:

Section 2 (To be filled out by the network administrator)

The network address of the FireWorks workstation/server computer is:

Full computer name:

Static IP address:
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Installing FireWorks 9.31 Remote Client
1. Insert a FireWorks 9.31 installation disc or plug in a USB flash drive containing FireWorks 9.31.

Remote Client requires the 4.8 .NET framework, this will typically be on a computer that is up to date. If it is
not, the Remote Client installation will install it for you.

2. Right-click FireWorks Remote Client.exe, and then click Run as administrator.

On the Welcome page, click Next.

FireWorks Remote Web Client - InstallShield Wizard X |

Welcome to the InstallShield Wizard for FireWorks Remote Web Client

4. Click Install.
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5. After InstallShield has finished, select Yes, | want to restart my computer now, and then click Finish.

InstallShield Wizard Complete

he Instal
e the [

6. On the Windows task bar, in the Search box, type: mmc, and then click Run as administrator to open Microsoft
Management Console (see below).

Click Yes to allow Microsoft Management Console to make changes to your computer.

& Ble Adion View

Favarites  Window  Help
s m = BE

& x
Console Root Name

> Expand panel

There are no items to showin this view,

7. On the File menu, click Add/Remove Snap-in.
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8. Inthe Add or Remove Snap-ins dialog box, in the Available snap-ins list, select Certificates, and then click
Add.

Add or Remove Snap-

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor @ [ Console Root Edit Extensions...
W/ Active Roles 7.0 Con...  Dell Inc.
i " " Remove
- | ActiveX Control Microsoft Corp...
[E3 Authorization Manager  Microsoft Corp...
] cericores MicrosftCor.. e
.. Component Services Microsoft Corp...
;&- Computer Managem... Microsoft Corp... Move Down
A Device Manager Microsoft Corp... Add >
=" Disk Management Microsoft and ...
{2] Event Viewer Microsoft Corp...
| Folder Microsoft Corp...
\=[ Group Policy Object ...  Microsoft Corp...
8, 1P Security Monitor Microsoft Corp...
8, 1P Security Policy Ma...  Microsoft Corp...
|%] Link to Web Address Microsoft Corp... . Advanced
|| nrallleare and Ern i Frrn
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

9. On the Certificates snap-in page, select Computer account, and then click Next.

This snap-in will always manage certificates for:

© My user account

) Service account

< Back Cancel
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10. On the Select Computer page, select Local Computer, and then click Finish.

Select Computer

Select the computer you want this snap-in to manage.

This snap-in will always manage:

®|Local computer: (the computer this console is running on) |

O Another computer:

only applies if you save the console.

<o

Browse..

[ Allow the selected computer to be changed when launching from the command line. This

Cancel

11. In the Add or Remove Snap-ins dialog box, click OK.

12. In the console tree, under Certificates (Local Computer)\Trusted Root Certification Authorities, select
Certificates, and then verify the Edwards Code Signing certificate is installed.

If the Edwards Fire and Safety certificate is installed, click the Close button.

Starting FireWorks 9.31 Remote Client

Refer to the FireWorks Remote Client Help for other information on connecting FireWorks Remote Client to the
FireWorks workstation. FireWorks Remote Client Help is available on the Start menu in the Edwards Software

folder.

For troubleshooting tips, see FireWorks Post Release Support Guide (P/N 3102819).

To start FireWorks 9.31 Remote Client:

1. On the Windows desktop, right-click the FireWorks 9.31 Remote Client shortcut, and then click Run as

administrator.

18
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Verifying the OH Network Receiver V4.1 setup

1. Right-click the OH Network Receiver shortcut on the desktop, and then click Run as administrator.

2. In the Windows Security Alert dialog box, select the options as shown below, and then click Allow access.

@ Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of Open]DK Platform binary on all public

and private networks.
[ g | Name: OpenlDK Platform binary
Publisher: AdoptOpenIDK
Path: C:\program files (x86)\adoptopenjdk\jre-16.0. 1.9-hotspot

\bin\javaw.exe
Allow OpenJDK Platform binary to communicate on these networks:
Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Allow access » Cancel

3. On the File menu, click Login.

4. In the Login dialog box, do the following:

Login - X

Login: |admin

Password: 'Nﬂ|

e
|

In the Login box, type: admin
In the Password box, type: admin
Click Login.

5. In the Change default password message box, click OK.

Change default password X

~
(0) Please change default administrator password to finish installation
4
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6. In the Edit User dialog box, do the following:

Edit User - X
User Name: | admin L2
Password: ‘ ssoce
Access Level: level3 [6)
Update Close

In the User Name box, type: admin
In the Password box, type: adminl
Click Update, and then click OK.

Update User X

User admin successfully updated

7. On the Setup menu, click Automation, and then configure the automation properties as shown below.

Automation setup - X
Automation Present
O OverlP ® Over Serial
130 Automation timeout (15-999 seconds)
4 Acknowledge timeout (1-60) seconds)
8 Automation HB Period (1-500 seconds)
500000 Messages buffer size
9997 Automation port
Apply Close

Click Apply, and then click Close.

8. On the Setup menu, click Serial ports, and then configure the serial port properties as shown below.

Serial ports setup - X
Port Name: COM1 v Baud Rate: 9600 v
Parity: Odd e

Open port Close port Apply [ Close [

Click Apply, and then click Close.
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9. On the Setup menu, click Network ports, and then configure the network port properties as shown below.

B Network ports setup - X
GPRS Dual Path
1. Supervision Port 9999 O [l
Backup Port 19999
2. Supervision Port 8995 O O
Backup Port 18995
3. Supervision Port 8994 O O
Backup Port 18994
4, Supervision Port 8993 O O
Backup Port 18993
5. Supervision Port 8992 O O
Backup Port 18992
6. Supervision Port 8991 O O
Backup Port 18991
Apply Close

Note: These are the default settings.

10. On the Setup menu, click Receiver type, and then configure the receiver type properties as shown below.

E Receiver Type Selection - X

(® OH 2000
(O Surgard MRL2-DG

Apply Close

Note: These are the default settings.
Click Apply, and then click Close.

11. On the Setup menu, click Sound, and then configure the sound properties as shown below.

E Sound setup - X

[ Audible alarm - PC Speaker
[] Audible alarm - Sound Card
Audible re-trigger time: 60 (0-933 seconds)

Alarm file: YELP.wav

Apply Close

Note: These are the default settings.

Click Apply, and then click Close.
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12. On the Setup menu, click Video, and then configure the network port properties as shown below.

E Video setup —

[] video Enabled

9995 | video port (1024-65535)
C:\VIDEO Path for video dips:
C:\VIDEO Backup path for dips:

[TNO]_[RNO]_[LNO] _[ACC]_[AREA]_[ZONE Filename mask
]_[MM][DD] [YY] [HH] [mm] [ss]. [EXT]

|120 Time Window [s]

Apply Close

X

Click Apply, and then click Close.

13. On the Setup menu, click Linecut timeouts, and then configure the linecut timeout properties as shown below.

22

Linecut timeouts - X
Days Hrs Mins Secs

1. Supervision Port o o |1 |30
Backup Port o o 3 o

2. Supervision Port o [0 |1 |30
Backup Port 0 0o {3 |0

3. Supervision Port 0 |0 |1 |3
Backup Port o o 3 Jo

4. Supervision Port o lo |1 Ja
Backup Port o o |3 o

5. Supervision Port o Jo |1 |a
Backup Port o 0 (3 o

6. Supervision Port o Jo [
Backup Port o [o |3 o

Apply Close

Note: These are the default settings.

Click Apply, and then click Close.
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14. On the Setup menu, click R&L override, and then configure the R&L override properties as shown below.

BiRandLover.. — X
Receiver number: 0001]
Line number: 0001

OverrideRandL: []

Apply Close

Note: These are the default settings.
Click Apply, and then click Close.

15. On the Setup menu, click Webserver Config, and then configure the webserver properties as shown below.

B Webserver Configutati.. — X

Webserver Active:

Webserver Port: 80

Apply Close

Click Apply, and then click Close.

16. On the Setup menu, click Other settings, and then configure the other properties as shown below.

B Other settings - X

Event can register panel on
panel list: true 278
NACK Encrypted: true v
Load settings from P
app.properties file on startup: e 24
FTC Report: true v
Auto authenticate new

3 true v
devices
Disable legacy protocols
(v1.9x, v2, v3) false X
Override time in message

Apply Close

Click Apply, and then click Close.
17. On the File menu, click Exit.

Enabling OH Network Receiver firewall inbound and outbound exception
rules on FW-UL6/FW-UL7 FireWorks 9.31 workstation/server computers

For OH Network Receiver to communicate properly with FireWorks 9.31 on FW-UL6/FW-UL7 workstation/server
computers, you need to enable the OH Network Receiver firewall inbound and outbound exception rules provided
with the FireWorks 9.31 OS image.
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To enable the inbound and outbound exception rules:

In the Search box on the Windows task bar, type: mmc, and then click Run as administrator to open a
management console window (see below).

1.

2. On the File menu, click Add/Remove Snap-In.

3.

24

Click Yes to allow Microsoft Management Console to make changes to your computer.

= |m = HE

[& File Action View Favorites Window Help

| Console Root

Mame

There are no items to show in this view.

Actions
Console Root -~

Meore Actions

In the Add or Remove Snap-ins dialog box, in the Available Snap-ins list, select Group Policy Object, and

then click Add.

Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor

4‘ Active Roles 7.0 Co... Del Inc.

=" ActiveX Control Microsaft Cor...
Authurizatun Manager Microsoft Cor...
_g}l Certificates Microsoft Cor...

o Component Services Microsoft Cor, ..
;é Computer Managem... Microsoft Cor. ..

:.l. Device Manager Microsoft Cor...
o Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...

_| Folder Microsaft Cor...

g Group Policy Object ... JUags=viider s

@ IP Security Monitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor,..

Description:

Add >

Selected snap-ins:

You can select snap-ins for this consale from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

[ console Root

Edit Extensions. ..

Remove

Move Up

Move Down

Advanced...

This snap-in allows you to edit the local Group Palicy Objects stored on a computer,

Cancel
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4. Inthe Select Group Policy Object dialog box, verify Group Policy Object is set for Local Computer, and then
click Finish.

‘Welcome to the Group Policy Wizard [

Local Group Policy Objects are stored on the local
computer.

Use the Browse button to select one of the Group Policy
Objects.

Group Policy Object:

Browse. ..

[] Mllow the focus of the Group Policy Snap-in to be
changed when launching from the command line. This
only applies if you save the console.

< Back Cancel

5. Inthe Add or Remove Snap-ins dialog box, click OK.

6. In the console tree, under Windows Defender Firewall with Advanced Security — Local Group Policy Object,
select Inbound Rules.

OH Network Version 4.1 Receiver

i Consalel - [Console Root\Local Computer Policy\Computer C Defender Firewall with Advanced Security\Wind] - o X

& Fle Acion View Favortes Window Help & x

oo nm = HE

= Consle Root Name Group : Profile  Enabled  Action  Owverride  Program  Local Address || Actions

i :' :;‘U:"";::z:':'=:mm ICMP- Echo (Allow Pinging) Al Mo Allow  No Any Any Inbound Rules -
- .S:’&wmhﬂ?ﬂgs OH Network Version 3.1.1 Receiver Al No Allow  No Coh-ne... Any & NewRue..

i w\n:::‘::::::m Policy )Pt T37 UDP- Block Rule (Exception Bec.. Al Yes Block  No Any T Filter by Profile 4
| Scripts (Startup/Shutdown) () Port 138 UDP- Block Rule (Exception Bloc... All Yes Block No Any T Filter by State »
0 Deployed Printers () Port 139 TCP- Block Rule (Exception Bloc.. All Ves Block No Any T Filter by Group N
© B Securty Settings Port 30718 UDP- Vesda / CPR Communic... Al No Allow  No Any view ,
@ Account Policies Port 43282 UDP- Vesda / CPR Communic.. A No Allow  No Any
& Local Policies Port 43383 UDP- Vesda / CPR Communic... Al No Allow Mo Any New Window from Here
v 1 Windows Defender Firewall with||  Port 445 Inbound Exception Rule A No Allow  No Any o Refresh
- 0 Windows Defender Firewall | OPGr{“S TCP- Block Rule (Exception Bloc... Al Yes Block No Any 2 Export List...
521 Inbound Rules Port 5022 Inbound Exception Rule Al No Allow  No Any
K3 Outbound Rules Port 5023 Inbound Exception Rule Al No Allow  No Any Help
Yk Connection Security Rule|  Port 5024 Inbound Exception Rule Al Ne Allow  Ne Any OH Network Version 4.1 Receiver -
Network List Manager Policies Port B0B2 Inbound Exception Rule All No Allow No Any
il Public Key Policies Port UDP 123- Allows NTP Connection Al Ne Allow  Ne Any Any O Enable Rule
| Software Restriction Policies SQL 2012 Server Exe Inbound Exception R. Al No Allow Mo %Progra.  Any & cu
s ;Dﬂf:g"piﬁzit:i'::: o 5042019 ServerEx Inbound Exception . Al No Allow  No ‘%Prngm . Any L Copy
cvaneca At Poley Confige]| 5L Browser e Inbound Exception e Al No Allow  No %Progra..  Any % Delete
i Polioy bt Unison Exe Inbound Exception Rule A No Allow  No SSystem... Any =
o ecy-hasec Lo WEB Client port Al No Allow  No %System... Any =) Properties
) Administrative Templates e

& User Configuration

7. Inthe middle pane, selectOH Network Version 4.1 Receiver.
8. On the Action menu, click Enable Rule.
9. Create an OH Network Version 4.1 Receiver outbound rule.

In the console tree, under Windows Defender Firewall with Advanced Security — Local Group Policy Object,
select Outbound Rules.
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On the Action menu, click New Rule to start the New Outbound Rule Wizard.

Follow the procedure for adding an inbound exception rule as described in the following section, starting at
the Rule Type page (step 9).

On the Name page, in the Name box, type: OH Network Version 4.1 Receiver, and then click Finish.

Adding OH Network Receiver firewall inbound and outbound exception
rules to third-party computers

For OH Network Receiver to communicate properly with FireWorks 9.31 on third-party computers, you need to
add OH Network Receiver firewall inbound and outbound exception rules to your firewall settings.

To add the inbound exception rule:

1. Inthe Search box on the Windows task bar, type: mmc, and then click Run as administrator to open a
management console window (see below).
Click Yes to allow Microsoft Management Console to make changes to your computer.
= Console! - [Console Root] p
File Action View Favorites Window Help & x
= | =]
| Console Root MName Actions
There are no items to show in this view. el -
More Actions

On the File menu, click Add/Remove Snap-In.
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3. Inthe Add or Remove Snap-ins dialog box, in the Available Snap-ins list, select Group Policy Object, and
then click Add.

You can select snap-ins for this consale from those available on your computer and configure the selected set of snap-ins. For
extensible enap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

SnapHn Vendor ~ [l console Root Edit Extensions...

4[ Active Roles 7.0 Co... Del Inc. e

=] ActiveX Control Microsoft Cor. ..

Auﬂmrizahnn Manager Microsoft Cor...

(¥ Certificates Microsaft Cor. ., Mave Up

cH Component Services Microsoft Cor, .. -

A computer Managem... Microsoft Cor. .. e o

.‘. Device Manager Microsoft Cor...

& Disk Management Microsoft and...

@ Event Viewer Microsoft Cor...

_| Folder Microsaft Cor. ..

g Group Policy Object ... JElafeCviades

‘.g IP Security Monitor Microsoft Cor...

@ [P Security Policy M...  Mirasoft Cor... Advanced...
Description:

This snap-in allows you to edit the local Group Palicy Objects stored on a computer,

cance

4. Inthe Select Group Policy Object dialog box, verify Group Policy Object is set for Local Computer, and then
click Finish.

Select Group P

‘Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local
computer.

Use the Browse button to select one of the Group Policy
Objects.

Group Policy Object:

Local Col

Browse...

[] Allow the focus of the Group Palicy Snap4n to be
changed when launching from the command line. This
only applies if you save the console.

< Back Cancel

5. Inthe Add or Remove Snap-ins dialog box, click OK.
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6. Inthe console tree, under Local Computer Policy\Computer Configuration\Windows Settings\Security
Settings\Windows Defender Firewall with Advanced Security, select Windows Defender Firewall with
Advanced Security — Local Group Policy Object.

Consolel - [Consele Root\Local Computer Pelicy\Computer Configuration\Windows Settings\Security Settings\Windows Defender Firewall with Advanced Security\Wind] - m] X
File Action View Favorites Window Help - &x
| |
"I Console Root Actions
~ 5[ Local Computer Policy ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows computers Windows Defender Firewall with Advanc... &
v i Computer Configuration
“| Software Settings | Import Policy...
v [ Windows Settings Overview - 45| Export Policy..
il :lamte Fi(;sn:tmg:nt\:y . Domain Profile Clear Policy
<P Brartup/Shutdown, @ Windows Defender Firewallis off ’ ,
= Deployed Printers 9 Diagnose / Repair
v [ Security Settings Private Profile View 3
4 Account Policies ) Windows Defender Firewallis off New Window from Here
4 Local Policies
~ 7] Windows Defender Firew| | | Public Profile |Gl Refresh
@ Windows DefenderFi|| | & Windows Defender Firewallis off ] Properties
7| Network List Manager Po
Public Key Policies B Windows Defender Firewall Properties Help
~ Software Restriction Polic
. . Getting Started -
~ Application Control Polic
8, IP Security Policies on Lo Authenticate commur b P s
* Advanced Audit Policy C|| | Create connection security rulss to speciy how and when connections between computers are authsnticated and
W Policy-based QoS protected by using Intemet Protocal securty (IPssc).
“ Administrative Templates
4, User Configuration BEJ Connection Securty Rules
View and create firewall rules
Create firewall ules to allow or block connections to speciied programs or ports. You can also allow a connection enly if
itis authenticated, o f & comes from an authorized user. group, or computer. By default, inbound connections are
blocked unless they match & e that allows them, and outbound connections are allowed unless they match a e that
blocks them.
B3 Inbound Rules
BY Outbound Rules
< >

7. In the middle pane, in the Getting Started group, click Inbound Rules.
8. On the Action menu, click New Rule to start the new inbound rule wizard.

9. On the Rule Type page, click Program, and then click Next.

@ New Inbound Rule Wizard X

Rule Type
Select the type of firewall rule to create.

Steps:
@ Rue Type What type of rule would you ke to create?
@ Action Program
@ Profie Rule that controls connections for a program.
@ Name O Port
Rule that controls connections for a TCP or UDP port
) Predefined:
- ser

Rule that controls connections for a Windows experience.

) Custom
Custom rule
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16.0.1.9-hotspot\bin folder.

10. On the Program page, select This program path,

browse to the C:\ Program Files (x86)\AdoptOpenJDK)jre-

@ New Inbound Rule Wizard

Program

Steps:
@ Rule Type
@ Program
@ Action
@ Profile
.

Name

Specfy the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a specific program?

O Al programs

Rule applies to all connections on the computer that match other nule properties.

@ This program path:

| [ Browse... |

Example:  c:\path\program.exe

“%ProgramFiles % \browser\browser.exe

Next >

Cancel

In the C:\ Program Files (x86)\AdoptOpenJDK\jre-16.0.1.9-hotspot\bin folder, select javaw.exe, and then click

Open.
‘ Open X
<« v, 4 « AdoptOpen)DK > jre-16.0.1.9-hotspot > bin o Search bin »r
Organize v New folder = M @
~
Temp s Name Date medified Type Size fo!
B Videos client 12/1/20219:12 AM File folder
@ OneDrive server 12/1/2021 9:12 AM File folder
[ jabswitch.exe 4/22/2021 2:31 AM Application 37KB
3 This PC [ jaccessinspector.exe 4/22/2021 2:31 AM Application 87KB
:. 3D Objects [ jaccessinspector-32.exe 4/22/2021 2:31 AM Application 88KB
[ Desktop [ jaccesswalker.exe 4/22/2021 2:31 AM Application 57 KB
E}I Documents [ jaccesswalker-32.exe 4/22/2021 2:31 AM Application 58 KB
; Downloads & java.exe 4/22/2021 2:31 AM Application 45KB
J’ Musi 2 javaw.exe 4/22/2021 2:31 AM Application 45KB
usic
. [ jfr.exe 4/22/2021 2:32 AM Application 20KB
&) Pictures [ jrunscript.exe 4/22/2021 2:32 AM Application 20KB
B videos [&] keytool.exe 4/22/2021 2:32 AM Application 20KB
‘aes Local Disk (C:) [ kinit.exe 472272021 2:32 AM Application 20KB
s KiddeFX OTC (D [ Klist.exe 4/22/2021 2:32 AM Application 20KB
Y ek ava 4271301 2.3 AN Annlicatinn I KR ad
File name: | javaw.exe vl [Programs (*.exe) v[
l Open ‘ | Cancel |
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11. On the Program page, click Next.

B New Inbound Rule Wizard

Program

Steps:
@ Rule Type
@ Program
@ Action
@ Profile
@ Name

Speciy the full program path and executable name of the program that this rule matches

Does this e apply to all programs or a speciic progiam?

O Al programs
Rule applies to all connections on the computer that match other nle properties

(® This program path:
[*+ProgramFies x85)\AdoptOpenJDK\ire-16.0.1 S-hotspot bin'javaw exe | [ Browse

Example:  c:\path'\program exe
“ProgramFiles - \browser\browser exe

< Back Next > Cancel

12. On the Action page, click Allow the connection, and then click Next.

@ Mew Inbound Rule Wizard

Action

Steps:

@ Rule Type
@ Program
@ Action
@ Profile
*

Name

X

Specify the action to be taken when a connection matches the condttions specified in the rule

What action should be taken when a connection matches the specified conditions?
(®) Allow the connection
This includes connections that are protected with IPsec as well as those are not.
() Mlow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

() Block the connection

< Back Cancel

30
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13. On the Profile page, select the Domain, Private and Public check boxes, and then click Next.

W Mew Inbound Rule Wizard X

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type ‘When does this rule apply?
@ Program
@ Action Domain
@ Profle Applies when a computer is connected to its comporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

cBack [ Mea> || Cancel

14. On the Name page, in the Name box, type: OH Inbound Exception Rule, and then click Finish.

& New Inbound Rule Wizard X

Speciy the name and description of this e

Steps:
@ Rule Type

@ Program
@ Action
@ Proiie == _

e [0H Inbound Exception Rue|
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15. Verify the inbound exception rule you just created appears in the Inbound Rules list.

Consolel - [Console Root\Local Computer Policy\Computer Configuration\Windows Settings\Security Settings\Windows Defender Firewall with Advanced Security\Wind] - O X
File Action View Favorites Window Help - & x
LI 1EN 7]
| Console Root Mame Group Profile  Enabled  Action  Override  Progran|| Actions
v & Local Computer Policy € OH Inbound Exception Rule Al Ves Allow Mo %Progrd | Inbound Rules -
v i Computer Configuration
7 Software Settings & MewRule..

v [ Windows Settings
“| Name Resolution Policy
) Scripts (Startup/Shutdown)
= Deployed Printers
v [ Security Settings View
& Account Policies
4 Local Policies
~ (] Windows Defender Firew G Refresh
v g Windows Defender Fi
E23 Inbound Rules
3 Outbound Rules
X% Connection Secur,
“| Network List Manager Po
| Public Key Policies
7| Software Restriction Polic
| Application Control Polic
‘8, IP Security Policies on Lo
7| Advanced Audit Policy C
il Policy-based QoS
“| Administrative Templates
42, User Configuration

T Filter by Profile
T Filter by State
T Filter by Group

v v v -

New Window from Here

2 Export List...
H Hep

16. On the management console window, click the Close button and then save the snap-in MSC file to the
Windows desktop. Name the snap-in file: OH netrec local group policy.msc.

To add the outbound exception rule:

1. Right-click the OH netrec local group policy.msc shortcut on the desktop, and then click Run as administrator.

2. Inthe console tree, under Windows Defender Firewall with Advanced Security — Local Group Policy Object,
select Outbound Rules.

OH netrec local group policy - [Console Root\Local Computer Pelicy\Computer Configuration\Windaws Settings\Security Settings\Windows Defender Firewall with Ad] - O X
& File Action View Favorites Window Help -8 x
L IR N(N=0 7|

7| Console Root Name Group Profile  Enabled  Action (|| Actions
~ = Local Computer Policy
« & Computer Configuration There are no items to show in this view.
%) Software Settings Ky NewRule..
~ (] Windows Settings T Filter by Profile
“1 Name Resolution Pol
| Mame Resoltion Folley W Filter by State
v

Outbound Rules -

[ Seripts (Startup/Shutdown)
== Deployed Printers
v [ Security Settings View
A Account Policies
4 Local Policies
~ [ Windows Defender Firewall with Ac ) Refresh
v g Windows Defender Firewall wit!
3 Inbound Rules
3 Outbound Rules
s Connection Security Rules
7| Network List Manager Policies
= Public Key Policies
7| Software Restriction Policies
7| Application Control Policies
‘8, IP Security Policies on Local Compi
“ Advanced Audit Policy Configurati
ol Policy-based QoS
| Administrative Templates
42, User Configuration

Filter by Group

v v v v

New Window from Here

2 Export List...
H Help

3. On the Action menu, click New Rule to start the new outbound rule wizard.
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4. Follow the procedure for adding an inbound exception rule starting at the Rule Type page.
On the Name page, in the Name box, type: OH Outbound Exception Rule, and then click Finish.

5. Verify the outbound exception rule you just created appears in the Outbound Rules list.

OH netrec local group policy - [Console Root\Local Computer Policy\ Computer Config Windows Settings\Security Settings\Windows Defender Firewall with Ad] - O X
@ File Action View Favorites Window Help - & x
LI 1EN 7]
(7] Console Root Name Group Profile  Enabled  Action (/| Actions
v L Local Computer Policy  OH Outbound Exception Rule Al Yes Allow 1| Outbound Rules -
+ &l Computer Configuration -
5 7] Software Settings &Y MewRule..
~ [ Windows Settings T Filter by Profile 3
> [7] Name Resolution Policy .
Filter by Stat »
[ Scripts (Startup/Shutdown) T Filter by State
> m= Deployed Printers 7 Filter by Group 3
v T Security Settings View N
> ['4 Account Policies
° s New Window from Here
» [ Local Policies
~ [ Windows Defendler Firewall with Ac d Refresh
v i Windows Defender Firewall wit! |2 Export List..
53 Inbound Rules
Outbound Rules E Help
2 Connection Security Rules OH Outbound Exception Rule -
(] Network List Manager Policies —
» ] Public Key Policies # Disable Rule
5 [ Software Restriction Policies & cut

» [ Application Control Policies

f Co
» 8, IP Security Policies on Local Compl e oy
» [7] Advanced Audit Palicy Configurati K Delete
5 g Policy-based QoS [E] Properties
1| Administrative Template
5> [Z] Administrative Templates B v

> 4 User Configuration

6. On the management console window, click the Close button and then save the snap-in MSC file.

After both your inbound and outbound firewall exception rules are in place, you should be able to establish
communication. You’ll know you have established a proper communication when you open OH Lite and the
events that are being sent to Fireworks are green.

il OH Lite [Demo Mode] x86

File Activities Setup Help

6/28/20 1 "ADM-CID"0007RO00ZL0001[ 400000113305 00 000)

6/28/20 1 "ADM-CID"000ER000ZL0O00L1[ 400000113410 00 000)

6/28/20 1 "ADM-CID"0005SRO00ZL0001[ 400000113110 01 128)

6/28/20 1 "ADM-CID"0004R000ZL0001[ 400000111305 00 000)

6/28/20 1 "ADM-CID"0003R000ZL0001[#00000111410 00 000)

6/28/20 1 "ADM-CID"000ZR000ZL0001[ 400000111110 01 128)

6/28/20 1 "ADM-CID"0001R000ZL0001[ 400000113373 00 000]

6/29/20 1:40:52 PM Webserver, .. listening on port 80

£/28/20 1:40:52 PN Supervision port[6] = 8991,.. initialized

£/29/20 1:40:52 PM Supervision port[5] = 8992,.. initialized

£/28/20 1:40:52 PN Supervision port[4] = 8993,., initialized

£/29/20 1:40:52 PM Supervision port[3] = 8994,.. initialized

£/28/20 1:40:52 PN Supervision port[2] = 8995,., initialized

£/29/20 1:40:52 PM The audic stream loaded by application.

£/28/20 1:40:52 PN Supervision port[l] = 1975,.. initialized

£/29/20 1:40:52 PM Automation is responding!

6/28/20 1:40:51 PH IP setup connection... done

6/29/20 1:40:51 PN Automation over serial is enabled.

E/29/20 1:40:51 PM Video server... started

6/26/20 1:40:51 PN Automation server,.. started

6/28/20 20 0001 0001 3 305 GOO Z0OO | '60 [ACKED BY AUTOMATION]

6/28/20 20 0001 0001 3 410 GOO 2000 | +80 [ACKED EY AUTOMATION)

6/29/20 20 0001 0001 3 110 GOL Z1l28 | #80 [ACKED BY AUTOMATION)

6/28/20 20 0001 0001 1 305 GOO Z000 | %80 [ACKED EY AUTOMATION)

6/29/20 20 0001 0001 1 410 GOO ZoOoo | %80 [ACKED BY AUTOMATION)
4 E/28/20 20 0001 0001 1 110 GOL 2128 | 170 [ACKED EY AUTOMATION)

6/29/20 20 0001 0001 3 373 GO0 ZoOo | 80 [ACKED BY AUTOMATION)
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Installing Lantronix CPR Manager

Introduction

Lantronix CPR Manager (also known as COM Port Redirector) lets FireWorks communicate with select serial
devices using an Ethernet connection and an MN-COM1S.

A copy of Lantronix CPR Manager is in the C:\Fireworks\Tools\Serial Port Tool folder after you install FireWorks.

Note: If the host is on the other side of a router or a firewall, then you may have to add UDP ports 30718, 43282,
and 43283 to the firewall exception list. You may experience trouble in opening this COM port if these UDP ports
are not excluded. For VESDA applications, use TCP port 10001.

Installing CPR Manager

Note: All FireWorks software and utilities must be installed with “run as administrator,” and requires full
administrative elevated rights and privileges.

To install CPR Manager:

1.

2
3.
4

Open the C:\Fireworks\Tools\Serial Port Tool folder.
In the Serial Port Tool folder, double-click setup_cpr_x86x64cd_4.3.0.3.exe.
On the Lantronix CPR Installer window, click Install.

Follow the on-screen instructions.

Creating the Lantronix CPR port

To create the CPR port:

1.

34

On the Start menu, under the Lantronix folder, click CPR Manager.

Adobe RoboHelp 10
AT&T Connect
Autodesk
Bomgar Remote Support
Business Explorer
Check Point
Cisco
CorelDRAW Graphics Suite X4
CutePDF
Dell
Edwards Software
Google Chrome
Infor
iPass
Java
Lantronix

CPR4.3
| | % CPR Manager

& CPR Monitor

@8] Release.txt
Microsoft Lync
Microsoft Office
Microsoft Office 2013
Microsoft Office Tools -

4  Back

[ se file P

P/N 3100034-EN « REV 024 - ISS 29SEP25



2. On the Device menu, click Search or click the Search For Devices button to add existing COM ports to the
Com Port List.

e

»
S CPR Manager 4303 : S

File ComPort | Device | Tools Help

W Add/Remove | Search J? Search For Devices (g Exclude

ComPorts Hide @ | Com Port Lst | General Tests|
= £ Al Com Ports (3) Com Port IP Address

= @g‘“" @ Com 1 (inaccessible)

© @ Com 3 (inaccessible)

4 P Com 4 (inaccessible)

3. On the Com Port menu, click Add and Remove or click the Add/Remove button to add a virtual COM port.

File | ComPort | Device Tools Help

@ Add ave Setting trieS & Exclude
o P! Export to Com Port Config file
== Import from Com Port Config file P

Add and Remove )
Refresh View of Com Ports on the System F5 )
el Al Edits trl+ L )

4. Inthe Com Ports dialog box, select the check box for the COM port you want to add, and then click OK.

Note: FireWorks Communication Manager supports serial ports Com1 to Com25. Do not select Com26 or
higher.

r ~
Com Ports
Com21 Comé1 Comé1 Com81 Com101 [ Com121
Com2 Com22 Comd2 Com2 Com82 Com102 [7] Com122
Com23 Comdd Com63 Com83 Com103 [ Com123
Com24 Comé4 Comét Comg4 Com104 [ Com124
ComS Com25 Comds Comé5 ComéS Com105 ] Com125
Comé Com26 Comds Comé6 Coms6 Com106 7] Com126
Com? Com27 Comd7 Comé7  []Com87 [7]Com107 [ Com127
Comg Com28 Comé8 Comé8 Comé8 Com108 [7] Com128
Comd Com23 Com4d Comé3 Com89 Com103 ] Com129
Com10 Com30 ComS0 Com70 Com0 Com110 7] Com130
7] Com11 Com31 Com$1 Com71 Comd1 Com111  [F] Com131
7] Com12 Com%2 Coms2 Com72 Com%2 Coml12 [ Comi32
Com13 Com33 ComS3 Com73 Coms3 Com113  [F] Com133
Com14 Com34 ComS4 Com74 Comd4 Com114 [ Comin4
Com15 Com35 ComS5 Com75 Com35 Com115 [ Com135
Com16 Com36 Coms6 Com76 Com6 Com116  [7] Com136
Com17 Com37 ComS7 Com77 Coms7 Com117  [F] Com137
Com18 Com38 Coms8 Com78 Comd8 Com118 [7] Com138
Com19 Com39 ComS9 Com79 Coms9 Com119  [] Com133
Com20 Comd0 Com0 ComB0 Com100 [7]Com120 [7] Com140
‘ il '
[ ok [ Cancel [ Check(Range) |1 2|1 256 |2
[ Selectall | [SelectNone| [ Uncheck (Range) | 1 1+ ©0 256 1=

In the device navigation pane, select the COM port, that you just created.

6. On the Settings tab, do the following:
In the Host box, type the IP address of the MN-COM1s connected to the target serial device.
In the TCP Port box, type 10001.

7. Click Save.
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Configuring the FireWorks COM port

To configure the FireWorks COM port:
1. On the System Builder Applications menu, click Communications Manager.
2. In the Communications Manager dialog box, select a port in the Ports list or click Add Port.
3. Under Port Properties, do the following:
In the Label box, type a label for the port.
Under Port Type, select Serial Port.
In the Assigned Node list, select the target node, and then check the Enabled check box.
In the Description box, type a description.
Under Serial Port properties, in the Com Port list, select the Lantronix CPR port.
4. Click Apply.

Testing the connection

Once the equipment is set up and deployed, you can use Lantronix CPR Manager to test the connection.

To test the connection:
1. Start Lantronix CPR Manager.
2. In the navigation panel, click the COM port that you want to test.
3. Onthe Com XX tab, set the serial port settings for the following values:
Baud Rate: 19200
Data: 8 bits
Parity: Even
Stop: 1 bit
Flow control: None
4. Click Open.

Verify that Com Status is Open and that the Network Status indicates you are connected to the correct IP
address.

6. Click Close.
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Connecting iO, VS, and FX series control units

You can connect FireWorks 9.31 to i064/i01000, VS1/VS4, and FX-64/FX-1000 control units equipped with an
SA-ETH card — for monitoring purposes only. To connect the control units to a FireWorks 9.31 computer, you
need the following:

FireWorks 9.31 software

A null modem emulator (comOcom driver). Reference Field Tech Note - IPMON1000 Virtual Null Modem
Cable available on the MyEddie website.

FW-CGSUL or FW-CGS software license
FW-IPMON1000 software license
FW-DARCOM software license

Figure 1 below illustrates a typical iO series connection to a FireWorks workstation.

Figure 1: iO series control unit connection

FW WORKSTATION

The general steps for connecting an iO, VS, and FX series control units are:

1.
2.

N o o &

Configure the control unit’s Network, IP Dialer, and IP Account settings. Refer to Table 5 on page 38.
Export the control unit’s dialer events.

In the FireWorks 9.31 Receiver Configuration Manager, add an OH Network Receiver, and then set up a
Contact ID account.

Note: The Receiver Type for an OH Network Receiver is “Osborne-Hoffman OH2000E.”
Import the control unit’s dialer events.

Install and set up OH Network Receiver.

Install and set up the comOcom driver. See “Installing the comOcom driver” on page 38.

Connect the OH Network Receiver and the OH2000E digital receiver to the virtual COM port. See
“Connecting the receivers to the virtual COM port” on page 39.

Configuring the iO, VS, and FX series control unit network options

Configure the control unit’s network options as shown in Table 5 on page 38. For more information, see the
control unit’s product documentation.
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Table 5: Control unit network option settings

Option Setting

Type FireWorks

Enabled Yes

Account ID The same account number as the FireWorks digital receiver account number.
Possible values: 0000 to FFFF
Note: FFFF is reserved. Use FFFF only if you do not want to send events to this
account.

Hello Time 025

Timeout Seconds 040

Max Attempts N/A

Send Restorals Yes

Event Notification
Primary Receiver
IP
TCP/IP port

Secondary Receiver

P
TCP/IP port

Receiver #

Line #

Event, Device, or Zone per site requirements
Let's you configure the primary FireWorks receiver
The static IP address of the FireWorks computer

The same port number as the supervision port number on the OH Network
Receiver

Let’s you configure the secondary FireWorks receiver
The static IP address of the FireWorks computer

The same port number as the supervision port number on the OH Network
Receiver

The same receiver number as the FireWorks digital receiver

The same line number as the FireWorks digital receiver line number

Installing the com0Ocom driver

The comOcom driver lets you add pairs of virtual COM ports that emulate a null modem cable. The comOcom
driver is an open source kernel-mode virtual serial port driver that is available freely under GPL license.

A copy of the comOcom driver is in the C:\Fireworks\Tools\Serial Port Tool folder after you install FireWorks.

Before installing the comOcom driver:

«  Turn off User Account Control (UAC) by changing the User Account Control setting to Never Notify.

* Open Windows Device Manager and note which communication port numbers are not used.

* Enable test signing.

Note: All FireWorks software and utilities must be installed and ran with “run as administrator,” and requires full
administrative elevated rights and privileges.

38
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To enable test signing:
1. On the Start menu, click Run.
2. Inthe Open box, type: bcdedit.exe -set TESTSIGNING ON, and then click OK.

= Run

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

=X

Open: bededit.exe -set TESTSIGMING ON v

QK l ’ Cancel ] ’ Browse...

3. Restart the computer.

To install the com0Ocom driver:
1. Open the C:\FireWorks\Tools\Serial Port Tool folder.

2. In the Serial Port Tool folder, unzip comOcom-2.2.2.0-x64-fre-signed.zip.

3. Open the comOcom-2.2.2.0-x64-fre-signed folder, double-click setup.exe, and then follow the on-screen

instructions.

4. On the Start menu, open the comOcom folder, and then double-click Setup.

In the Setup for comOcom dialog box, rename the virtual COM port pair to two unused Windows COM port

numbers.

For example, rename the virtual COM ports to COM10 and COM11 as shown below.

%) Setup for comOcom EI =] @
[=- Virtual Port Pair O COM10 comt|
-- CHNCAD emulate baud rate [ [[] emulate baud rate
- CNCED enable buffer ovemun [ [C] enable buffer ovemun
enable plugin mode [7] [7] enable plug-n mode
enable exclusive mode [ [ enable exclusive mode
enable hidden mode [] [ enable hidden mode
RX = @ RX
TA & . TX
DTR & & DTR
D5R & ® D5R
DCD @ DCD
RTS & ® RTS
CTS & ®CT5
R & [®RI
oum = ®0UT1
ouTz @ ®0UT2
OFEN @ ] & OPEN
CH
[ Add Pair ] [ Remove ] [ Reset ] Apply

6. Click Apply, and then click Close.

Connecting the receivers to the virtual COM port

To connect to the OH Network Receiver:

1. On the Start menu, search for and click the OH Network Receiver to open it.
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2. On the Setup menu, click Serial ports.

3.

In the Port Name list, select the lower-numbered virtual COM port as shown below.

Serial ports setup EI'E'@
Port Mame: ’m Baud Rate: 9600 hd
Flow Contral In: Flow Contral Quk: m
Data Bits: Stop Bits: =
Parity: ’m

[ Open port ] l Clase port ] [ Apply I [ Close ]

4. Click Apply, and then click Close.

To connect the OH2000E digital receiver:

1.

2
3.
4

In System Builder, on the Applications menu, click Communications Manager.

In the Ports list, select an unassigned port.

In the Assigned Node list, select the OH2000E digital receiver, and then select the Enabled check box.

Under Serial Port Properties, select the higher-numbered virtual COM port from the Com Port list as shown

below.

Communications Manager

Unit Ports

Ports Port Properties
Part1 Label
Part2 [Porta
Port3
Port Type
* Serial Port
* TCP/IP Port
Assigned Node

Description

OH2000 Digital Receiver - 10 f v| ¥ Enabled Redtndant
[~ Status Paint

Portd

Serial Port Properties

Com Port m
Baud Rate
Parity
Stop Bits
ECP Port Type
Add Port Delete Port Apply | Help

| Cancel

5. Set Baud Rate, Parity, and Stop Bits to the same values as the OH Network Receiver serial port settings.

6. Click Apply, and then click Close.

7. Start System Control and test the OH Network Receiver.
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